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Introduction
This document presents the overall framework and rationale
for the work that the Gibraltar Regulatory Authority (the
“GRA”), as regulator for electronic communications, carries
out. It describes the specific activities we propose to
undertake over the coming year in carrying out our legal
functions and objectives.

In preparing this document we have taken account of issues
that we think are likely to have a significant impact on our
operating environment while pursuing a flexible approach in
order to ensure we are responsive to changing developments
and priorities. Our role will therefore be kept under constant
review and will provide a clearer focus for our work and
decision making, ensuring the benefits of what we do are
proportional and relevant.

We regularly assess the electronic communications markets in
terms of their products and services so we can deliver what
we are required to do in law.
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“This work plan is a key
building block to help us
achieve our objectives and
we look forward to continue
delivering additional value
to the people of Gibraltar
and the economy as a
whole”.

Stewart Brittenden, 
Head of Communications

1



GIBRALTAR REGULATORY AUTHORITY

Objectives
The GRA is an independent regulatory body tasked with regulating, supervising and monitoring the provision of electronic 
communications networks and electronic communications services pursuant to the Communications Act 2006 (the Act).

Our four main objectives are:

Act proportionately and 

reasonably while taking 
into account local market 
conditions

Promote competition 

by maximising consumer 
choice and the security of
networks

Ensure widespread 

availability and take up of 
high capacity networks

Work independently, 

efficiently and in a 
transparent manner while 
promoting the interest of 
consumers
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Work Ethic

We will work to clear and 
reasonable timetables, 
taking into account our 

resources and be transparent 
about the reasons for any 

changes

We will operate within the 
law and adopt best 

practice in our procedures, 
but will recommend changes 
in the law where there are 

perceived deficiencies

Where stakeholders have 
different objectives, we will 
be clear about how we 

have taken those 
differences into account 

in our final decisions

Where we take action, 
we will provide clear 

reasoning and the potential 
improvements that our 

action could bring

We will impose conditions 
and obligations where 
necessary and remove 

these when they are satisfied

Gibraltar’s unique 
market characteristics 

will be taken into 
account when regulating in 
a proportionate and relevant 

manner
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Work Programme
The GRA proposes to focus on the following initiatives to support its priorities over 2023.

Network 

Security

Market 

Reviews

Quality of 

Service

Biannual

Newsletter

Fibre 

Roll-Out

Regulatory 

Co-operation

Numbering

Procedures

Consumer

Information
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Network Security
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Gibraltar will continue to rely heavily on the security and
resilience of the public electronic communications networks
and services that connect us. We are becoming ever more
dependent on communications infrastructure as the speed and
scale of networks and services develop.

The increased use of communications infrastructure means we
need to have confidence in its security. Without that
confidence, the disruptive impact of successful cyber attacks
by threat actors will continue to grow and the consequences
of connectivity disruptions and outages could be catastrophic.

The need for the communications sector to adapt to this
changing landscape is therefore crucial for ensuring the
security of critical national infrastructure which ultimately
drives economic growth.

The Act stipulates that persons providing electronic
communications networks and/or services must take measures
to appropriately manage security risks. Additionally, they must
uphold the integrity of their networks to ensure services are
supplied without interruption and shall notify the GRA of a
security incident that has caused a significant impact on its
network or service.

The Communications Division (the “Division”) will
therefore be working closely with authorised
operators to assess their security protocols and ensure
that they are as robust as possible to counteract any
possible security threats. Operators will also be held
accountable by the GRA on a regular basis in an effort
to identify and address the risks facing Gibraltar today
and in the future.
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Market Reviews
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The main purpose of a market review is to identify the
competitive conditions prevailing in a market by assessing the
constraints that are faced by undertakings in the market. A
market review commences by defining a market, which is then
analysed to assess the degree of effective competition.

The competition assessment determines whether any
undertaking is found to have Significant Market Power (SMP)
and is defined as the ability to behave independently of
competitors, suppliers and ultimately businesses and
consumers in that market. The objective of any regulatory
intervention is ultimately to produce benefits for end-users by
making retail markets effectively competitive on a sustainable
basis.

The Division will continue with its market review
exercises during 2023 by assessing the fixed call
termination and mobile call termination markets.
Analysis of these markets will be revisited in order to
determine whether any operator will continue having
SMP and if they should be subject to the appropriate
obligations.

Additionally, the GRA has plans to review the market for
business connectivity in order to gain insight into which
operators are providing broadband services to each other and
to the business community at large. The level of competition
will be evaluated and regulatory intervention considered,
where any market distortions are identified.
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Quality of Service
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The availability of transparent, up-to-date and comparable
information on offers and services is a key element for
consumers in competitive markets where several providers
offer services. Consumers should be able to compare the
prices of various services offered on the market on the basis
of information published in an easily accessible manner.

In order for consumers to make well informed choices, the
required relevant data on the quality of services is also vital.
Gibtelecom, as the current universal service provider, has a
legal obligation to provide certain information on the quality of
its telephony and Internet services.

The Act requires universal service providers to publish
adequate information concerning the performance of
their universal service obligations and supply such
information to the GRA. Performance targets can also
be imposed through a process of consultation.

Taking this into consideration, the Division will be liaising with
Gibtelecom in order to ascertain what type of data should be
collected and the manner in which it should be published. The
Division will then analyse the information and assess whether
any regulatory action may need to be taken in order to
improve the quality of service provision.
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Fibre Roll-Out
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Fibre network deployment is essential to enable connectivity
and economic wealth. Individuals and businesses now expect
to have the fastest download speeds and quick access to
information as we constantly assess our internet network and
desire the highest quality connection.

Fibre optic Internet refers to the data connection carried by
cables filled with thin glass fibres. Data travels through the
cables as patterned light pulses and are up to 20 times faster
than regular cable networks.

These networks offer other advantages over traditional copper
cables such as added reliability, security and improved latency
giving you a smoother and more consistent flow of data.

Pursuant to its objective to ensure widespread availability and
take up of high capacity networks, the Division will be carrying
out a geographical survey of the current and forecasted reach
of fixed and mobile broadband networks available in Gibraltar.

The aim is to gather information on how extensive
these networks are and identify any areas which are
not currently covered. Working together with network
operators, the GRA will be able to map out network
deployment with a greater level of detail to ensure
that all efforts are made in achieving full coverage of
the population.
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Biannual Newsletter
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In the age of information, clarity is key to make sense of all
the data surrounding us. By engaging with the general public,
the GRA aims to alert, educate and advise consumers on all
matters relating to its strategic goals and work programme.

The publication of reliable information promotes trust and
integrity together with upholding the GRA’s reputation as a
fully transparent regulator. We therefore welcome any
feedback and any general comments you may have whether
its through participation in our public consultations or through
any other means.

In its pursuit of open communication and increased
transparency, the Division will be working on the
creation of a newsletter which will published on our
website and social media outlets on a biannual basis.

The newsletter will contain information on the Division’s work
and activities and will keep the general public updated on the
latest regulatory developments in the electronic
communications sector.



GIBRALTAR REGULATORY AUTHORITY

Regulatory Co-operation
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In order to be kept abreast of all the latest regulatory
developments, it is essential that the GRA actively seeks to
establish contact and liaise with other international regulatory
authorities.

We do this by attending conferences, seminars and
workshops, contributing to their agendas, participating in
discussion panels and chairing sessions on all matters related
to the electronic communications sector and the digital
economy in general.

We also reach out to specific regulators with an aim of setting
up lines of communication and establish good working
relationships with them.

The GRA is a member of International Institute of
Communications (“IIC”), an organisation which brings
together regulators, operators, consultants and other
stakeholders from all over the world, to exchange information
and learn how to better address the regulatory issues we all
face.

The Division, having spearheaded the creation and
development of the Small Nations Regulatory Forum at the
IIC, regularly attends this event, where similar sized regulators
share ideas and participate in open and frank discussions.

In 2023, the GRA will be seeking to further its ties and
collaboration with regulators from small nations.
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Numbering Procedures

11

Access to numbering resources on the basis of transparent,
objective and non-discriminatory criteria is essential for
operators to compete in the electronic communications sector.

The GRA is responsible for administering the Gibraltar
Numbering Plan and allocating numbers to any authorised
operator who wishes to use them. The management and use
of those numbers is governed by the Numbering Conventions.

Numbers can be used by operators for providing traditional
telephony services and many other services provided over the
Internet.

Given the resurgence in interest from local operators,
the Division will be revisiting its numbering
procedures in an effort to possibly simplify and
streamline certain aspects regarding the request for
numbers and number allocations.

In order to further protect this vital resource, the GRA will also
be considering the imposition of additional safeguards in the
form of conditions, to ensure numbers are not being used for
fraudulent activities, harm, nuisance or any other form of
abuse.

Working together with industry, it is imperative that all
operators comply with the restrictions and requirements of the
GRA’s numbering regime in order to secure and protect
Gibraltar’s reputation.
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Consumer Information
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In order to increase the level of transparency and quality of
information available to consumers, the GRA will be working
on improving the consumer section of its website.

Given the myriad of choices for electronic communications
services such as fixed and mobile telephony and broadband
access, clear, simple and comprehensible information is vital
for consumers to make appropriate decisions in accordance
with their needs.

Consumers also need to be informed of their contractual rights
and feel protected when it comes to dealing with complaints
and disputes with their service provider.

The Division will be publishing additional information
on its website in terms of extensive guidance material
regarding broadband speed tests, Wi-Fi, fibre
networks, mobile data and cyber attacks to name a
few.

We will also be adding a section on frequently asked questions
(FAQs) to cover the usual queries we receive on billing issues,
mobile roaming, network coverage and 5G.
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Meeting our Strategic Goals
To support the achievement of our vision of competitive and sustainable electronic communications markets in Gibraltar, it is important for us to
measure the delivery and impact of our strategic goals and the approach we take to achieve them in our programme of work. As an organisation
we aspire to continuous improvement and aim to provide maximum benefit to consumers. Below is a broad framework within which we will
assess the delivery of our various programmes of work.

In many cases, our initiatives will be consistent year on year, reflecting our statutory duties which underpin our work. We will report on progress
toward meeting our strategic goals in our annual report and this will include an assessment of the proposed tasks, whether each has been
successfully undertaken, and the impact on the respective strategic goal.

Promote 

Competition

Protect 

Consumers

Effective 

Supervision

Maintain 

Reputation 

• Effective resolution of complaints
• Publish relevant statistics
• Co-operate with other consumer bodies
• Promote consumer engagement

• Ensure appropriate quality of service
• Adhere to clear objectives
• Recommend legislative changes where 

appropriate
• Engage with Government on effective 

policies

• Facilitate network infrastructure roll-out
• Authorise suitable operators
• Impose proportional obligations where 

necessary
• Follow market developments closely

• Promote constructive dialogue with 
international regulators

• Ensure the highest standards are met
• Maintain transparency in all areas
• Assess compliance with legislation in an 

efficient manner
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